Windows, System and Security

In this lesson you will learn how to mo  nitor and protect
your computer using Windows Action Centre p  lus various
Windows settings and features.
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Windows, System and Security

Lesson 1: AccessingSystem and Security

1. The Control Panel is a component of Microsoft Windows that provides the ability to
view and change system settings. It consists of settings that include adding or
removing hardware and software, controlling user accounts, changing accessibility
options, security and networking .

2. To access the control panel select the Start Menu Icon in the b ottom

left -hand corner of the desktop or your screen.

3. The Start Menu will appear. Click and select Control Panel .

*“-"j Notepad
F GMetrix Skills Management
[EIYE] System

D ts
% Snipping Tool CEHmEn

= Pi
‘_—'r Getting Started IS

Music
! Connect to a Projector
# "

. Computer q
%;) Remote Desktop Connection The ContrOI panEI IS Used to
Control Panel configure and administrate
almost all aspects of Windows.

Sticky Notes

Devices and Printers

-| Calculator

,;’::}j Paint
1A KPS Viewer

»  AllPrograms

Default Programs

Help and Support

| |Search programs and files

4. The Control Panel will now appear. D epending on the type of User Account you

are logged in asyou may be restricte d to what settings you may have and what you

can change.
Administrator Account: Standard User:
91 Overall control of the 1 Only change settings that
computer. dondot affect o
1 Will have full access to change accounts.
the settings. 1 Accounts have more limited
1 Change/create User Accounts. control.
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In the workplace or on public computers, the Control P anel might not even be
there. This can be because an Administrator can implement specific configurations

for User Accounts to restrict access.

Adjust your computer's settings View by: Category =

il  System and Security User Accounts and Family Safety
\9 Review your computer's status f H) Add or remove user accounts
Back up your computer '?:,f' Set up parental controls for any user

Find and fix problems L
Appearance and Personalization

w,  Network and Internet w Change the theme
ul View network status and tasks . Change desktop backgroeund
- Cheose hemegroup and sharing options Adjust screen resolution
./ Hardware and Sound ‘W Clock, Language, and Region
%‘ View devices and printers 1= Change keybeards or other input methods
Add a device h Change display language
Connect to a projector

Adjust commonly used mobility settings N Ease of Access
) I J Let Windows suggest settings
e

Programs Optimize visual display
k: i Uninstall a program

System and Security : Includes Action Center, Windows Firewall, System,
Windows Update, PowerOptions, Backup and Restore, BitLocker Drive

ﬂ Encryption and Administrator Tools. The most important settings are
found here.

Network and Internet: Here you can connect to a network, share your files
across your network in a home group. Plus Internet Options to configure

@ Microsoft@& Web Browser.

Hardware and Sound : Setup devices and printers, Autoplay what programs you
use to run, Sound Settings, Power Options to save battery life , for

3 example, Display Options to configure your Windows and Windows Mobility
Centre for mobility settings when using a device on the go.

Programs: Here you can remove a program, find d efault programs plus desktop

4 gadgets.

User Accounts and Family Safety : Here you can setup User Accounts (See our
guide to User Accounts), Windows CardSpace, setup an online digital
identity , credential manager, store your passwords in a Windows Vault and
Windows mail settings for profiles.

Appearance and Person alization : Personalisation of your display, desktop
gadgets, configure your Taskbar and Start Menu, ease of Access Centreand
settings for those with visual or hearing impairments, Folder Options and
Fonts.

Clock Language and Region: Setyour date and time, Language settings and what

7 Region the part of the world you stay.

Ease of Access: Ease of Access Center and Speech Recognitioncan be found here
8 too. You may find settings in more than one place in the control panel.
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6. First, we will look into the most important category of the Control Panel  System

and Secuity. Select System and Security .

|?| System and Security
/

3 Review your computer's status
#  Back up your computer
Find and fix problems

7. The System and Security pane will now appear.

9 Action Centre : Notifies us of any problems and ensuring your security settings are

correct.
1 Windows Firewall: Blocks unsolicited attempts to accessyour computer.
1 System: Settings for the hardware of your computer and System Information.
1 Windows Update: Important to keep your Operating System up to date.
iw Action Center
1 Review your computer's status and resolve issues '&l‘ Change User Account Control settings | ‘
Troubleshoot common computer problems | Restore your computer to an earlier time - ‘
‘ Windows Firewall -
Check firewall status | Allow a program thraugh Windows Firewall a0
o ’ Administrator
W System inld-
Eb'%‘“ View amount of RAM and processor speed | Check the Windows Experience Index Shleld
'@' Allow remote access | See the name of this computer '&' Device Manager Settlngs that
|';‘.]-,- Windows Update can only be
=l Turn automatic updating onor off | Check for updates | View installed updates Change by an
@ Power Options Administrator .
Change battery settings | Require a passwerd when the computer wakes
Change what the power buttons de | Change when the computer sleeps Standard Users:
Q}& Backup and Restore User Account
Back up your computer | Restore files from backup Control popup
& BitLocker Drive Encryption will appear, can
Protect your computer by encrypting data on your disk | Manage BitLocker Only proceed by
A% Administrative Tools entering
= F:ee"up disk space foragment your hard drive '&l‘ Create and format hard disk partitions Admlnlstrator
r&l‘ View event logs r&l‘ Schedule tasks
account
Flash Player password.
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Windows, System and Security

Lesson 2: The Action Center

c,,lw Action Center: Monitors various security and maintenance related
items on your computer . Keeps your computer up to date and
notifies you when there is an issue .

L3

2. Click and select Action Center , the Action Center Pane will appear.

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings Mo issues have been detected by Action Center,

&

Change User Account Control
Satings Security
View archived messages

View performance information Maintenance

If you don't see your problem listed, try one of these:

! Troubleshooting ! L,- Recovery
Find and fix problems Restore your computer to an

earlier time

See also
Backup and Restore
Windows Update

Windows Program
Compatibility Troubleshooter

3. Action Center Notification | con will be displayed in the taskbar on the Desktop
and display messages about security and maintenance settings.

"% Red X: appears on the
- Action Center flag .

WA 1 important message A notification pops up telling
\ &Y 2 total messages you about the issue.

Find an antivirus program cnline (Important) “
Scan required

C

Open Action Center Everything is
- cool and

0 “'ii o () 9:43 AM running fine.
Rl 1/13/2009

Hover over the Action Certre Flag:

A pop-up will appear, either telling you there are no issues or indicating the
number of issues that are needing to be addressed. In some casesit will tell you
how to fix the problem with your computer.

When setting up a computer for the first time you will have notifications from
the Action Center. For example you will need to setup Antivirus.
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Windows, System and Security

4. Click and select the Security drop down.

Security (v)

Maintenance V
5. Example of a properly setup computer:

Security (~)

Metwork firewall On

ﬂ' Windows Firewall is actively protecting your computer,

Windows Update On

Windows will autornatically install updates as they become available.

Wirus protection On

Microsoft Security Essentials reports that it is up to date and virus scanning is on.

Spyware and unwanted software protection On

Microsoft Security Essentials reports that it is turned on,

6. Example of a computer that needs yo ur attention and to take action:

Review recent messages and resolve problems

Action Center has detected one or more issues for you to review,

Virus protection (Important)

Security (v)

Windows did not find antivirus software on this Find a program online

computer.

Turn off messages about virus protection

Windows Defender needs to scan your computer,

Scan required
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Windows, System and Security

7. On the left -hand side of the Action Centre Pane, you can select Change Action
Centre settings.

Control Panel Home

Change Action Center settings

'@:‘ Change User Account Control
settings

View archived messages

View performance information

8. Change Action Centre settings: Here you can change what Notifications you get
from Windows Action Centre

Turn messages on or off

For each selected item, Windows will check for problems and send you a message if problems are found.

How does Action Center check for problems3

Security messages

Windows Update Spyware and related protection
Internet security settings User Account Control
Network firewall [#] Virus protection
Maintenance messages
[ Windows Backup [¥] Check for updates

Windows Treubleshooting

9. Select Change User Account Control settings:
'@:‘ Change User Account Control

settings
Choose when to be notified about changes to your computer Can Change
User Account Control helps prevent potentially harmful programs from making changes to your computer, Ievel Of
Tell me more about User Account Control settings o =
notification
Always notify
- - Default - Notify me only when programs try to make Can be beSt to
changes to my computer leave on the
® Don't notify me when I make changes to Windows default, what
== settings o
Microsoft
recommends.
Check and look
@ Recommended if you use familiar programs and visit at other
- - familiar websites, g
settings.
Mever notify
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Lesson 3: W
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indows Firewall

1. Windows Firewall: Filters information coming to your system from the Internet and
blocking potentially harmful programs. Go back to the System and Security Pane .

Click and Select Windows Firewall .

Ww Action Center
Review your computer's status and

)

* Windows Firewall
Check firewall status | Allow a pr

Troubleshoot common computer problems | Restore your computer to an earlier time

resclhve issues '&' Change User Account Control settings

ogram through Windows Firewall

2. The Windows Firewall P ane will app
should be.

ear. Inthis example, the Firewall is on as it

through the Internet or a network,

What are network locations?

Windows Firewall state:

Inceming connections:

Active home or work (private) networks:

Motification state:

. r@] Public networks

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicicus software from gaining access to your computer

How does a firewall help protect my computer! ¢——m —— |

. r@‘ Home or work (private) networks Connected A

Metworks at home or work where you know and trust the people and devices on the network

Select the Windows Help for
further reading.

On

Block all connections te programs that are not on the
list of allowed programs

i vM1460883

Motify me when Windows Firewall blocks a new
program

Mot Connected V

3. Ifthe Firewall is not on or some other security issue Windows Action Centre will

let you know.

v

the Action
Center dir

Slmply select @' Turn on Windows Firewall (Impeortant)
the Red XFlag
and turn on your Open Action Center
Firewall or open

3% 1 important message

ectly.
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4. Can also secure the system by blocking all unsolicited attempts to connect to your
computer, sources that are not known and you did not initiate.

Real World Example:

A hazard and a
threat, | am
mischievous want to
cause mayhem and
destruction!

Firewall:

Family at Home:

BLOCKED

| am made of solid
brick and stone, no
fire is getting
through me.

We feel safe behind
our firewall and most

important
We are
protected,
Happy Days.

Windows Firew all Computer Example :

Computer:

— |
i
|

Computers today can
always be connected
to internet.

Users like to surf the
internet, use their
emails etc.

Programs access the
internet to update or
games you may play.
Windows background
services updates and
run.

Windows Firewall:

d

Safe
Internet
Traffic
Allowed

BLOCKED

Filters incoming out
going internet traffic.

Blocks access to bad
programs or hackers that
try to access your
computer.

Allows internet traffic
through that you have
initiated or programs.
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Spyware!
Viruses!

Malware!

A hacker is someone

X

HARMFUL

who attempts
access to a
computers se

Hackers develop
spyware or malware
to gain access to
information or simply
to cause havoc.
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Windows, System and Security

Lesson 4: System Settingsand Device Manager

1. Go back to the System and Security Pane. Select System

Action Center
\ Review your computer's status and resclve issues | B Change User Account Centrol settings
Troubleshoot commen computer problems | Restore your computer to an earlier time

Windows Firewall
Check firewall status | Allow a program through Windows Firewall

Eb-&l System
= View amount of RAM and processor speed Check the Windows Experience Index
By Allow remote access | See the name of this computer | By Device Manager

2. On the System Pane here you can view information about your computer, type of
operating system you are using, processor, RAM computer name and other useful
information.

View basic information about your computer

Windows edition
Windows 7 Enterprise
Copyright © 2009 Microsoft Corporation. All rights reserved.

Service Pack1

System
Rating: m Windows Experience Index
Processor: Intel(R) Core(TM) i3-4005U CPU @ 1.70GHz 1.70 GHz
Installed memoery (RAM):  4.00 GB (3.41 GB usable)
System type: 32-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: DSA_Laptop 18 I'{Tﬁ'(:lﬁaﬂge settings
Full camputer name: DSA_Laptop 18
Computer description:

Workgroup: WORKGROUP

3. On the top left -hand side of the System pane we have:

Control Panel Home Device Manager, to manage, troubleshoot your
devices.
® Device Manager Remote settings . Only let an IT Professional,

Administrator or someone trustworthy to remot ely
tr oubleshoot your computer from their computer.
y System protection System Protection and Advanced , has higher level
B Advanced system settings settings. For Higher Administrator professionals.

'@:‘ Remote settings

11| Page Digital Skills Academy 2018




Windows, System and Security

4. Select Device Manager.

'@' Device Manager

5. Device Manager will now appear . This is a good place to go if you are having
problems asit allows users to view and control the hardware.

42 DSA Laptop_ 18
s 3 Batteries
>--a Bluetooth Radios
M Computer
- Disk drives
B Display adapters
- DVD/CD-ROM drives
ﬂg{, Human Interface Devices
g IDE ATAJATAPI controllers

VW W W W W W W W W

= Keyboards . .

--B Mice and other pointing devices Listed Devices:

-l Monitars
> & Network adapters Tip: If you don't find the device you 're
b -ﬁ Etherde"‘"es after, just open some categories until you
o FOCESSOrs . 1 .

j> -%| Sound, video and game controllers do. Windows doesn't always Categonse
> System devices hardware the way you and | might think.

s i Universal Serial Bus controllers

6. Select Display adapter . ;785 pispiay sdapters

l;', Intel(R) HD Graphics Family Dlsplay AdapterS: Is

-4} DVD/CD-ROM drives your Graphics Card. (For
> ﬂ;{. Human Interface Devices example thls WOUId be

g IDE ATASATAPI controllers

used for gaming).

7. Display Adapter Properties pop up

Intel(R) HD Graphics Family Properties [ General Tab:

General | Driver | Details | Resources |

Device status saying your

I& Intei(R) HD Graphics Family device is working properly.
Device type: Display adapters On some OccaSionS may Say
Manufacturer: Intel Corporation there is a problem,

Location: PClbus 0, device 2, function 0 . .
An error code will a ppear in
Device stafus here with a brief description
[This device is working property. -

of the problem.

0K || Cancel
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8. Select the Driver Tab for Intel(R) HD Graphics Family Properties
Driver and Hardware : A '
driver is software that a
device or component of your k InteliR) HD Graphics Family
computer will need to work.

[ General | Driver | Detais [ Resources

Real World Example: Computer Example:
Sir Jackie Stewart: Until the driver Windows Operating System: Needs a
Jackie gets in his car, the caris i dle driver (like software for the device)
and useless. for devices to work.

Driver Printer
wonodt p

Software and is down.
not
installed

- ' |

Car and Driver Together: » Driver and Windows Operating

Car is fully functional and flying System together:

around the race track . Printer is printing fine.

9. If you think you are having a problem with a device, identify the device listed in
Device Manager. When a device is not working properly there will be a symbol
beside the offending device.

Symbol Types: Meaning:
Yellow Exclamation Problem with the device, a code will be displayed
Mark for further investigation. List of codes are published
online
*) Down Arrow Indicates a disabled device. Can enable again
@ Question Mark The driver is not available, and that a compatible
= driver has been installed. Go to manufacturer

website to get the latest driver.

13| Page Digital Skills Academy 2018




10. Onthe Driver tab :

Windows,

Intel(R) HD Graphics Family Properties

—

g

F

Driver | Details | Resources

Intel(R) HD Graphics Family

System and Security

Roll Back Driver:

If there is a problem
with the Driver you have
just installed, you can go

Driver Provider: Intel Corparation .
, back to the previous
Driver Date: 16/037°2015 i
driver.
Driver Version: 10.18.14. 4170
Digital Signer: Microsoft Windows Hardware Compatibility
Publisher
To view details about the driver files.
To update the driver software for this device.
: if the device fails after updating the driver, roll
ol Enc; D back to the previously installed driver.
Disables the selected device.
To uninstall the driver {Advanced).
| ok || cancel
11. Select Update Driver:
Search

settings.

How do you want to search for driver software?

= Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation updates for your

= Browse my computer for driver software
Locate and install driver software manually.

Automatically:

Windows can
search for latest

device and find the
latest driver.

You

can

Browse my computer for driver software:

go to the manufacturerds web
for your device. May be a more up to date driver.

You can also install a driver by going to the files
directly and selecting the oOexecutable file 6
your Web browser once downloaded.

.exe File Extension :
Installs programs
and files.
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Windows, System and Security

Lesson 5: Windows Update

12. Back to the System and Security Pane. Select Windows Update.

“lw Action Center
\ Review your computer's status and resolve issues | By Change User Account Control settings
Troubleshoot common computer problems | Restore your computer to an earlier time

ﬁ Windows Firewall

Check firewall status | Allow a program through Windows Firewall

[hh System

View amount of RAM and processor speed | Check the Windows Experience Index
By Allow remote access | See the name of this computer | B Device Manager

:] Windows Update

=@l Turn autornatic updating on or off | Check for updates | View installed updates

13. Updates when it comes to security can be called patches.

Example:
When you had a Hackers may look Security Ny
hole in a pair of a for vulnera bilities Patches - ['l_ y
jeans your “4orohol imthe Updates  |Windows
granny may have " Operating System. BLOCIS
sownon a Microsoft provides
Zacl;[CGhr.ann | updatesd Pat ¢ h

y: to address this.

14. Windows Update Pane will appear. As you can see there are optional updates and
important updates select important updates .

Windows Update

0*' Download and install updates for your computer

.

‘\/ 216 important updates are 213 important updates selected,
available 1,033.0 MB - 1,033.1 MB

10 optional updates are available

15. Keeping your computer up to date:

1 your computer will work better.

1 keeps your computer more secure.

9 devices drivers up to date.

1 Compatibili ty with other programs you may i nstall.
Top Techie Tip : If there is a problem make sure your computer is up to date.
Windows may have an update for the problem. When you first get a computer,
your computer may be slow until you update the Operating System.
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16. Important patches may be Security Patches to update your Operating System and
thus make it more secure. Here is an example of Security Update :

List of Updates: Important Description: Explaining the
updates you should install problem and why you should
select the check boxes. up date.

upda#es you want to install ¢
7 Nbme * Size Update for Windows 7 for
Windbws 7 G) o x64-based Systems (KB971033)

Update for Windows 7 for x64-based Systems (KB971033) This update to Windows Activation
¥ Update for Windows 7 for »64-based Systems (KBI76662) 643 KB Technologies detects activation

exploits and tampering to key
¥ Update for Windows 7 for x64-based Systems (KB979306) 495KB Windows system files, These explodts
Windows Defender (1) A try to bypass regular Windows

activation and are sometimes
V| Definition Update for Windows Defender - KBI15597 (Definition 1.75.10... 278 KB included within counterfeit copies

of Windows.

17. Simply select what updates you want to install , use the checkboxes, and then
select ok.

| ok || caencel |

18. Back on the Windows Update Paneselect Install updates .

Windows Update

|@ Download and install updates for your computer

22 important updates are 21 important updates selected,
available 194.7 MB

8 eptional updates are available

19. Optional updates are not as important, in this example is an update for  Graphics

Card Driver.
Windows 7 (8) A Intel Corporation - Graphics Adapter
[C]  2018-03 Preview of Manthly Quality Rollup for Windows 7 for 86-ba.. 138.9 MB WDDM1.1, Graphics Adapter
W] Intel Corporation - Graphics Adapter WDDML.1, Graphics Adapter W... WDDM1.2, Graphics Adapter .
[ Intel(R) Corporation - Audic Device - Intel(R) Display Audio 180 KB L r:zﬂ:‘ e Graphlﬁ
[} Update for Windows 7 (KB2574819) 15MB 1
[ Update for Windows 7 (KB2532687) 15MB-57 Mg | [Intel Corperation Graphics Adapter
[ Update for Windows 7 (KB2830477) 22MB-58 MB EED:’;ES'if;af;'ﬁ[‘;‘;;ﬁt?::ggﬂ'2
0 Update for Windows 7 (KB3080079) 58 MB updp;te releasgd n August_l 2015
[} Update for Windows 7 (KB3102429) 169 MB
Published: 16/10/2015
Graphics Adapter Update will make your 5 You may need to restart your
OI computer after installing this
computer run faster and better. = e
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20. On the left -hand side of the Windows Update Pane : select Change settings.

Control Panel Home

Check for updates
Change settings

View update history
Restore hidden updates

Updates: frequently asked
guestions

21. Windows have recommended settings. If you are a newbie go by what Windows
recommend.

Install updates automatically (recommended):
Can be the best setting to use. Y our computer will always be up to date for
security, devices to work and compatibility with other programs.

Choose how Windows can install updates

When your computer is onling, Windows can autematically check for important updates and install them

using these settings, When new updates are available, you can also install thern before shutting down the
computer.

How does automatic updating help me?

Important updates

L\@l [Install updates autematically (recommended) -

Install new updates: | Every day V] at IUB:UU -

Recommended updates

Give me recommended updates the same way I receive important updates
Who can install updates

Allow all users to install updates on this computer
Microsoft Update

Give me updates for Microsoft products and check for new optional Microsoft software when
update Windows

Software notifications

Show me detailed notifications when new Microsoft software is available

22. Take time to read all the settings and use windows help when needed. It can be
quite self-explanatory once you have a grasp of the basics. Select 60How does
automatic updating help me?6

How does automnatic updating help me?
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Lesson6: Summary What Winston Might say

Sir Winston Churchill

Our 0 E a Maming
Notification C entre .6
Notifying us of any problems
we are always protected.

With Windows Action Center :

'-’\y 1 important message

& I total messages

Find an antivirus program online (Important

By Turn on Windows Firewall (Important)

Qpen Action Center

Notfications:
Will pop up on your Desktop.

Take Action:

Be ready to take action.

We shall never surrender , we
shall go on to the end and we
shall fight them at Home.

.-. -
»w e o .o WV
Tt f N
‘ ")\ "5 )

We shall fight them in the
Workplace.

Mr Churchill is
correct my
desktop
notifies me.

The Action Center being our
look out and guard.

Action _’
i zjf"?’,

Center

hicrosart

Windows

Be prepared to take action.

By making sure our defences
are on and we are protected.

Anti:

| Virus
Spyware
Malware

We shall be

Victorious!!

Other Threats
and Acts of
Trechary and
Tomfoolery!

(DXRQI_W







